Report to Committee

s City of
#9848 Richmond

To: General Purposes Committee Date: February 14, 2020

From: Cecilia Achiam File:  09-5350-01/2019-Vol
General Manager, Community Safety 01

Re: Traffic Intersection Cameras Implementation Planning

Staff Recommendation

1. That the Consolidated Fees Bylaw No. 8636, Amendment Bylaw No. 10160, which adds a
service fee for video footage requests, be introduced and given first, second and third reading;

2. That the Consolidated 5 Year Financial Plan (2020-2024) be amended to include the operating
budget impact of implementing the Traffic Intersection Cameras system of $100,000 funded by
an estimated $50,000 revenue from traffic video requests and a reallocation of resources from the
Community Safety Division; and

3. That staff develop a communication plan to inform the public of the implementation of the
Traffic Intersection Cameras system and how to request video footage.

Cecilia Achiam

General Manager, Community Safety
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Staff Report
Origin

On December 11, 2017 Council approved $2,185,242 to fund the Traffic Intersection Cameras project.
Moreover, Council approved the following from the staff report titled “Closed Circuit Television
(CCTV) for Signalized Intersections in Richmond” from the Officer-in-Charge at a Regular Council
meeting on:

1) That the report titled “Closed Circuit Television (CCTV) for Signalized Intersections in
Richmond, ” dated October 31, 2017 from the OIC, Richmond RCMP, be received for
information;

2) That the CCTV request at a capital cost of 82,185,242 (Option 3) be submitted to the 2018
Capital budget process for Council consideration;

3) That the CCTV for Signalized Intersections Project be approved to seek additional funding from
the Federal/ Provincial Investing in Canada Program and other appropriate senior government
Sfunding programs,

4) That if the senior government funding submission is approved, the Chief Administrative Officer
and the General Manager, Community Safety be authorized to execute the agreement on behalf
of the City of Richmond with the Government of Canada and/or the Province of British
Columbia;

5) That if the funding application is successful, the grant received be used to replenish the City’s
funding source and the 2018-2022 Five Year Financial Plan Bylaw will be adjusted
accordingly;

6) That Richmond MPs and MLAs be advised of the City’s senior government submission,

7)  That, if the funding request for a Closed Circuit Television (CCTV) For Signalized Intersections
in Richmond is approved as part of the budget, staff be directed to seek approval of the proposed
system from the Olffice of the Information and Privacy Commissioner and to recommend a fee
structure for processing requests; and

8) That staff review the matter in 12 months to ensure that storage space is adequate.

At the Community Safety Committee held on December 10, 2019, staff received the following
referral;

That staff provide information on the expected timeline of the Closed Circuit Television
(CCTV) program launch and what resources are needed to expedite the project, and report
back.

The purpose of this report is to provide a status update on the Traffic Intersection Cameras
project and respond to the referral from December 10, 2019.

This report supports Council’s Strategic Plan 2018-2022 Strategy #1 A Safe and Resilient City:
Enhance and protect the safety and well-being of Richmond.

1.1 Enhance safety services and strategies to meet community needs.
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Analysis

Office of the Information Privacy Commissioner (OIPC) Review Qutcome

After the funding for the Traffic Intersection Cameras project was approved in the 2018 budget
cycle, staff submitted a Privacy Impact Assessment to the Office of the Information and Privacy
Commissioner (OIPC) for British Columbia, as directed by Council. After a lengthy review
process and several amendments to the Privacy Impact Act submission to address the OIPC’s
comments, the OIPC indicated that it was satisfied with the City’s submission and made specific
recommendations intended to avoid conflict with the obligations under the Freedom of
Information and Protection of Privacy Act (FIPPA) as well as prior rulings by the Privacy
Commissioner. The OIPC’s recommendations were that:

1. the Traffic Intersection Cameras project’s primary purpose is traffic management/safety
and must be managed by the City rather than the RCMP as the OIPC does not support
using Traffic Intersection Cameras by law enforcement agencies for the purpose of
generic surveillance;

2. the resolution setting of the cameras should not capture personal information such as
license plates or individuals’ faces;

3. the live stream data collected from the Traffic Intersection Cameras video footage should
not be enhanced at a later date to detect license plates or individuals’ faces; and

4. the City incorporate additional visible signage at major entry points to the city so that all
road users are aware of the Traffic Intersection Cameras system.

Implementation of the Traffic Intersection Cameras Project

There are several key components to implement the Traffic Intersection Cameras project and its
on-going operational success as described in this section. A summary of the proposed expedited
Traffic Intersection Cameras project implementation schedule is provided in Attachment 1. The
separate phases of the implementation are described later in this report.

Intersection Infrastructure and Equipment

There are currently over 180 signalized intersections in Richmond, including Sea Island. While
the intersections on Sea Island are on federally owned land and leased to the Vancouver Airport
Authority, the signals are managed by the City.

Of the 180 signalized intersections, 75 intersections are already equipped with non-recording
traffic detection cameras (Attachment 2) and connected with fibre optic cable (i.e., high speed
communications network). Another 35 intersections already have fibre optic cable but require
traffic detection cameras. The remaining 70 intersections are connected on a legacy copper wire
infrastructure (i.e., low speed communications network) that does not have the bandwidth to
allow for reliable video streaming and recording. The City intends to add cameras to these
intersections as the fibre optic cable network expands as part of the long term Traffic Video and
Communication Program. Only traffic cameras currently connected to the fibre optic network
will be included in Phase 1 of the Traffic Intersection Cameras project implementation.
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For the purposes of the Traffic Intersection Cameras project, the existing traffic cameras will
require modification and repositioning to capture the full view of the intersection. Moreover,
additional software and equipment as well as an expansion of the City’s data storage
infrastructure will be required to record video at existing and future camera intersections.

Data Storage and Management

Video captured from the cameras will be stored for 30 days after which this data will be purged
from the storage system. The City will require new server storage capacity to accommodate the
anticipated sizeable load from the Traffic Intersection Cameras recorded data. This new storage
capacity will be procured and installed during Phases 1 and 2 (Attachment 3) of the project. A
software solution will also be developed to allow for timely accessing of stored video data and to
fulfill requests for this data from internal and external clients. The full data storage infrastructure
will be built as part of Phases 1 and 2 to take advantage of volume pricing and ensure system
compatibility.

When the City receives a request for video images within the 30 day time period prior to deletion
of the records, staff will process the Traffic Intersection Cameras video request application and
ensure that the privacy protection threshold is met before images are released, as recommended
by the OIPC.

Operational Management

The OIPC mandated that the primary purpose of the Traffic Intersection Cameras system be for
traffic management and road safety. It is anticipated that the current Traffic Intersection
Cameras project will have a positive impact on road safety through the ability to utilize large
amounts of traffic data to better problem-solve issues related to traffic volume, speed, collisions
(vehicular, cycling and pedestrian), red-light running vehicles and other traffic safety related
factors. This technology will enable more predictive road safety prevention and enforcement
efforts that target high-risk traffic locations. The OIPC was not supportive of Traffic
Intersection Cameras being used, primarily, for law enforcement and recommended that it be
managed by non-police City staff. It was determined, after careful analysis, that the Traffic
Section of the Transportation Department is best suited for the operational management of the
Traffic Intersection Cameras project.

A Traffic Signal Systems Technologist (Technologist), in the Transportation Department, will be
responsible for retrieving video footage and editing out any ancillary images that are irrelevant to
the data request. This editing or obfuscation of data is a key part of the OIPC’s
recommendations. Should questions arise regarding video data release, the Technologist will
draw upon the knowledge of the City Clerk’s Office who has subject matter expertise with
FIPPA and privacy issues in general.

If approved, this position will be supervised and supported by the other staff within the
Transportation Department. Recruitment for the position will commence shortly following the
procurement process.

As recommended by the OIPC and to comply with the privacy requirements of FIPPA, the
Traffic Intersection Cameras project will require a series of privacy and information security-
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related operational protocols. These protocols are currently being developed by staff and will be
in place for the implementation of the Traffic Intersection Cameras project.

Communications Plan and Public Access to Traffic Intersection Cameras Data

Staff will develop a comprehensive communications plan to ensure that the public is informed
about the project. Key areas covered under the communication plan will include:

a. Signage: As per the OIPC recommendations, information signs will be installed at all
Traffic Intersection Cameras recording intersections and at city entry points to notify road
users of Traffic Intersection Cameras. Attachment 4 illustrates examples of Traffic
Intersection Cameras notification signage and notification requirements.

b. How the public can request access to video footage, including information on the
associated fee: The communication tools used to build awareness and education include
the City’s website, social media channels and mainstream media (e.g., newspapers). An
online request form is currently under development (Attachment 5 shows an example).

It is anticipated that individuals from the public or business organizations will be able to submit
an online request for video footage.

Bylaw Amendment

An amendment to the Consolidated Fees Bylaw No. 8636 is required to add a service fee for
video footage requests. The proposed cost-recovery minimum fee of $375 plus taxes. In the
case of large data requests that require multiple hours of work, there will be an additional charge
of $60 per hour.

Expediting the Traffic Intersection Cameras Project

Negotiations with the Vancouver Airport Authority are underway for the right to capture and
utilize images at intersections on Sea Island in accordance with the guidelines set out by OIPC.
The inclusion of Sea Island would expand the Traffic Intersection Cameras coverage to a key
geographical area which is currently being supported by City first responders as well as the
Transportation Department. Ideally, Sea Island would be included in Phase 1 of the project.
However, if negotiations are delayed, these locations could be addressed in Phase 2 or 3 of the
plan.

In order to expedite the Traffic Intersection Cameras project, as directed by Council, staff have
reviewed opportunities to compress the anticipated time required to execute the procurement and
equipment installation. This could involve deploying multiple equipment installation teams as
opposed to the current practice of utilizing one team. In addition, staff resources from other
areas within the Community Safety Division and Transportation Department could be
redeployed to expedite the development of the policies and processes to meet OIPC
recommendations for Traffic Intersection Cameras video footage requests while carrying out the
procurement and hiring process.
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Compressed Project Implementation Timeline

This project has commenced and is anticipated to be implemented in three phases. The goal of
the project is to have Traffic Intersection Cameras, with 30 days of video storage capacity
supported by fibre optic cable, at all 180 signalized intersections in the City and other key
strategic locations. Phase 1 of this project includes an achievement of 75 signalized intersections
with Traffic Intersection Cameras connected to a centralized video data storage. Phase 2 will
add 35 additional intersections for a total of 110 intersections. Phases 1 and 2 are underway
concurrently and are anticipated to be completed by the fourth quarter of 2020. Phase 3 will
continue until the remaining 70 intersection locations are integrated into the Traffic Intersection
Cameras project. It is anticipated that the completion of Phase 3 will take multiple years with the
gradual build-out of the City’s fibre optic network.

Phase 1:  Building data storage for the entire system, activating existing intersections with
fibre optic cable and developing a communications plan (Target Completion Q3
2020)

Phase 1 includes purchasing and building server and data storage equipment/software for the full
Traffic Intersection Cameras system (i.e. for the existing 180 signalized intersections and future
capacity). The City is leveraging its existing traffic infrastructure by focusing on 75 existing
intersections which already have fibre optic cable and cameras installed. Concurrently, the City
will be going through the procurement process for additional equipment and software to allow
these cameras to record. Systems testing will be conducted in Phase 2. The video footage will
not be available for public requests at this time.

Negotiations with the federal government and Vancouver Airport Authority will occur
concurrently during the implementation of Phase 1. Installing Traffic Intersection Cameras at
the intersections on Sea Island will be implemented when an agreement is reached.

Staff will work with Corporate Communications in Phase 1 to develop and begin implementing a
comprehensive communications plan, as per the direction of the OIPC, to ensure the public is
informed of Traffic Intersection Cameras locations, their rights and how to apply for Traffic
Intersection Cameras video footage.

Phase 2:  Procuring and installing cameras for the remaining intersections with the City’s
existing fibre optic network plus implementing a public communications plan and
notifying the public (Target Completion Q4 2020)

Phase 2 is anticipated to take place in the fourth quarter of 2020. This phase will involve the
procurement of equipment and software for intersections currently without cameras but are
connected to the City’s existing fibre optic network. This phase will also involve installing and
testing all camera and data storage equipment and software. Attachment 6 illustrates the
majority of intersections where traffic collisions are historically concentrated and will have
Traffic Intersection Cameras coverage at the completion of Phase 2.

Negotiations with the Federal government and Vancouver Airport Authority will continue for
the intersections on Sea Island with Traffic Intersection Cameras and will be added to the
system when an agreement is reached.
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The completion of the City website is targeted for Phase 2 and will include information and
maps to inform the public of which intersections are being recorded and how to request access
to this video footage. Notification signage will be installed, as directed by the OIPC, to inform
the public of the Traffic Intersection Cameras and to ensure compliance with FIPPA regulations.
The Technologist will be hired and trained to administer the Traffic Intersection Cameras
program. Processing of video requests from internal and external clients will commence during
this phase.

Phase 3 Completion of installation of cameras at remaining intersections with new fibre
optic cable (Target Start Q4 2020)

Phase 3 (Attachment 7) is anticipated to begin in the fourth quarter of 2020 and proceed for
multiple years. As part of the existing Transportation and IT infrastructure expansion program,
new camera and fibre optic cable enabled intersections will be completed gradually with the
expansion of the fibre optic cable network.

Implementation Costs and Revenue

The cost of Phases 1 and 2 are anticipated to remain within the original Traffic Intersection
Cameras project budget of $2,185,242, as approved by Council in 2018. Based on the
experience of neighbouring municipalities with Traffic Intersection Cameras programs (e.g.,
Surrey and Vancouver), the revenue from public requests for video footage is anticipated to be
approximately $50,000 annually. Until the Traffic Intersection Cameras program has reached a
stable revenue level to cover the Operating Budget Impact (OBI) shortfall, the variance will be
funded from the Community Safety Operating Budget as community safety is a key objective of
this program. Revenue from the Traffic Intersection Cameras project will be coded to the
Community Safety Division.

Council approved project funding of $2,185,242, covers the full anticipated cost of the
procurement and installation of camera, storage and infrastructure equipment for Phase 1 and
Phase 2. The cost of expanding intersection cameras into new areas, when fibre optic cables are
available as described for Phase 3, is anticipated to be funded from the Transportation
Department’s annual Traffic Video and Communications Program (approximately
$400,000/year), subject to Council approval as part of the annual capital budget process. If
unforeseen capital expenses are discovered during and/or after the Traffic Intersection Cameras
project has been approved, they will be subject to the annual capital budget process.

Financial Impact

It is anticipated that there will be an OBI of approximately $100,000 for Phase 1 and 2 costs
including camera maintenance, software and data storage. This cost will be offset in part by
revenue from the Traffic Intersection Cameras project at full implementation. Given the phased
roll-out of the project, it will take some time (approximately two years) to achieve full revenue.
Any variance will be funded through the Community Safety Division. The proposed Traffic
Signal Systems Technologist position will be funded through a reallocation of resources from the
Community Safety Division to the Transportation Department. The Consolidated 5 Year
Financial Plan (2020-2024) will be amended accordingly, as per budget policy.
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A preliminary estimate for the OBI for Phase 3 is $62,000 but may change as this
implementation will occur gradually with the expansion of the fibre optic cable network.

The Phase 3 OBI will also be funded by future revenues and offset by the Community Safety
Division until such time as the project is cost neutral.

Conclusion

The multi-phase implementation of the Traffic Intersection Cameras project outlined in this
report presents an opportunity to achieve traffic, first responder and emergency preparedness
project goals while at the same time advancing the City’s traffic management control system in
an effective and efficient manner. As directed by Council, the Traffic Intersection Cameras
project will adhere to the guidelines established by the OIPC to ensure the privacy of the public.

Ald Co

Mark Corrado Lloyd Bi¢, P. Eng.
Manager, Community Safety Policy and Programs Directot, Transportation
(604-204-8673) (604-276-4131)
MC:mc

Att. 1: Table 1: Summary of the Proposed Expedited Traffic Intersection Cameras Project
Implementation Schedule
2: Phase 1- 75 Signalized Intersections with Fibre Optic Cable and Data Storage
Phase 2 - 35 Additional Cameras (Not on Fibre Optic Network) with Data Storage for a
Total of 110 Intersections
Sample Signage and Privacy Notice Requirements
Sample Online Request Form
Historical Density of Traffic Collisions (2007-2017)
Phase 3 - All 180 Signalized Intersections on Fibre Optic Network and with Data Storage

(O8]

A A

CNCL - 64

6329429
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Table 1: Summary of the Proposed Expedited Traffic Intersection Cameras Project

Implementation Schedule

Phase

Description

Status/Anticipated
Completion Time

Phase 1- Building data
storage for the entire
system, activating
existing intersections
with fibre optic cable
and developing a
communications plan

Network storage, software and equipment
procurement process

Installation of network storage for the full system built
out

Installation and activation of 75 existing intersections
connected to fibre optic network

Systems testing

Negotiations with the federal government as well as
Vancouver Airport Authority (VAA) for the right to
capture and utilize the image at intersections on Sea
Island

Work with Corporate Communications to develop a
comprehensive communications plan to ensure the
public is informed of the purpose of the Traffic
Intersection Cameras project as per direction of the
OIPC

Initiated/Q1 2020
Not started/Q3 2020
Not started/Q3 2020

Not started/Q3 2020
Initiated/unknown

Not started/Q2 2020

Phase 2 - Procuring
and installing cameras
for the remaining-
intersections with the
City’s existing fibre
optic network plus
implementing a public
communications plan
and notifying the
public

Equipment procurement process

Camera and software installation at intersections
currently with no cameras but are connected to the
existing City fibre optic network

Installation and testing of equipment and software
Development of OIPC recommended privacy and
information security related operational protocols
Continue negotiations with the federal government and
VAA to reach an agreement

Recruitment of the Traffic Signal Systems Technologist
(Technologist)

Develop material for the City’s website to support the
Traffic Intersection Cameras program (application,
maps and submission information, Freedom of
Information (FOI) regulations, etc.)

Development an online public video request system
Training of Technologist

Processing requests from internal and external clients
for Traffic Intersection Cameras video footage

Not started/ Q4 2020
Not started/ Q4 2020

Not started/ Q4 2020
Initiated

Initiated
Not started/Q2 2020

Not started/Q2 2020

Not started/Q3 2020
Not started/Q4 2020
depending on successful
recruitment

Not started/Starting Q4
2020 and on-going until
completion

Phase 3 -

Compiletion of
installation of
cameras at remaining
intersections with
new fibre optic cable

Gradual installation of additional Traffic Intersection
Cameras network in step with the build out of the
City’s fibre optic network

Not started/Starting Q4
2020 and on-going until
completion
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Phase 1: 75 Signalized Intersections with Fibre Optic Cable and Data Storage

y Traffic Intersection Cameras Project
Phase 1: signalized intersections with cameras using
fibre communications

O signalized intersections with cameras using fibre comm (75)
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Attachment 3

Phase 2: 35 Additional Cameras (Not on Fibre Optic Network)
with Data Storage for a Total of 110 Intersections

Traffic Intersection Project

Phase 2: signalized intersections
using fibre communications, both
with and without cameras

O signalized intersections with fibre butwithout cameras (35)
O signalized intersections with cameras and fibre comm (75)

110N STOWD 1§ SOmiod o September 25 2019
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Attachment 4

Signage Examples and Privacy Notification Requirement

Sample Notification

“The City of Richmond's Traffic Intersection Cameras system is authorized to collect personal
information under the authority of section 26 of the Freedom of Information and Protection of
Privacy Act. Personal Information is collected for the purpose of, traffic management and
planning, law enforcement and public safety. For questions regarding the collection of personal
information, please contact the [title of manager], [department name] at [phone number] or
{address of city hall]".

Signage Examples

(- A
| NOTICE

SURVEILLANCE CAMERA
IN USE SURVELANCE BBt b ok ol

This program is a community indiative to
reduce crime within the City of Bellevilie,
‘-—4 -
—

Imigrmation i Eeing Ol le0ed ande i
auibanty of Section 11 of the Frasdam w
imlwrmation andq Proteciion of Privecy a0
infarmation may be ihaied wilh
Lisw Bmlgroe R AgERLIES

For Information Call: 3-1-1

AREA 1S SUBJECT To

CCTV

CCTV SYSTEMS LOCATED IN THIS
CAR PARK MAY BE USED FOR THE
PROSECUTION OF CRIMINAL OFFENCES

REPORT CRIME TO SURREY RCMP
(604) 599-0502 OR 9-1-1

Lagai Authonty for coliection of information ts

[ Section 29(1)(g) of the Ortano Municypal Freedom of

Information and Protecion of Privacy Act If you have

any questions or concerns about ths program

please contacl lhs Belleville Police Service at
13-966-0882

oM "
hm:in._mn L

Partners with the Community

. J

H.E.ASE OIRECT QUESTIONS

1a2ds ﬁ!grmncvnuz hSURREY

Privacy Notice Requirements:

Privacy notice requirements in F/PPA regulations require that signage be placed in a
conspicuous place that includes the following information:

e Notify the area/intersection/block is under video surveillance upon entry.
e What authority the City of Richmond has to collect the data (s.26 of FIPPA).
e The manager responsible for the collection of the data.

e The address or contact information of the manager or senior person responsible for the
collection of the data.

Notification signage will be periodically audited to ensure notifications remain at all required
sites. It is further recommended that the City make information publicly available to citizens on
the purpose and benefits of the Traffic Intersection Cameras program, as they do with other
services under the “Public Safety” tab on their website.
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Sample Online Request Form

Locatlon and Event Summary

Necanihas 04, 7019

1230 PM

ROMP. Poisce ICBC SHI

Upload a Document- Optionaf

[
fl Location, Date and Time
“ Location of Cuant
Fuent Data
i Eventlime
= Event Information
— Requested By
Individual
i T
‘ Event Du siption
| |
|
|
1]¢
4

‘i may nclude supporting documents such as an Author

Attachment 5

ICAL Adjnstar

23t 1o Release furm sehicte 3nd o1 othar phatos



Attachment 6

Historical Density of Traffic Collisions (2007-2017)

CapEiT

FERGUSEN RO I\ | | | ,
Ty (L
\ 'r’ I.

Where are
Traffic Collisions
Concentrated?

Hotspot Locations for
ICBC Crash Data 2007-2017
{with hillshade effect applied)

high density
P moderate density
low density

T kB O

Km

Heat Mapping Method: |50 ; - i
The Herme! density mathod is used foicmale o especied-count-per-und surface. Proels mepsecsnt Sm s fim The surkaon cove s the glographs melent of the iocations. Dessibes am eautlized bom the msulng rumars valuds |

September 24 2019
Geoprocessing and Mapping:
D. McGee, GIS Analyst
Community Safety Division
Administrative Section
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Attachment 7

Phase 3: All 180 Signalized Intersections on Fibre Optic Network and with Data Storage

CSGEO
Cummunty Ssiety
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Qclober 22 2019

Geoprocessing and Mapping:

D.McGee, GIS Anatyst
Conwnunily Safety Divisian
Administrative Séction

Traffic Intersection Cameras Project
Phase 3: signalized intersections,
both with and without cameras, with
| various or no communications

traffic intersections phase 3 (70)
O signalized without cameras using fibre comm(35)
O signalized with cameras using fibre comm (75)
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Bylaw 10160

Consolidated Fees Bylaw No. 8636
Amendment Bylaw No. 10160

The Council of the City of Richmond enacts as follows:

1. The Consolidated Fees Bylaw No. 8636, as amended, is further amended by adding the
following fee to SCHEDULE — PUBLICATION FEES in alphabetical order:

Description Fee
Traffic Camera Video Recording Search Fee

Per Site (minimum charge) $375.00
Per hour additional for large requests $60.00

2. This Bylaw is cited as “Consolidated Fees Bylaw No. 8636, Amendment Bylaw No.

10160.”
FIRST READING RIGHMOND
APPROVED
SECOND READING for comnt by
dept.

THIRD READING M.L.
APPROVED

for legality

ADOPTED by Sollcitor

MAYOR CORPORATE OFFICER
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