City of Richmond

1st Quarter - 2021

CRIME PREVENTION

WORKING TOGETHER TO PREVENT CRIME

NEWSLETTER

Fraud and Scam Alert
The Canadian government has handed out billions in
Canadian Emergency Response Benfits (CERB) since the
beginning of the COVID-19 pandemic. Scammers have
been using this opportunity to defraud victims and the
program by stealing identities and redirecting CERB
payments.
Many frauds and scams attempt to mimic real
government services to gain access to personal and
financial information. Beware of fraudulent emails, texts
or calls about repaying the CERB. Please note that the
Government of Canada will not reach out by text or email to ask you to apply for the CERB and will not notify you
by text or email regarding a receipt of payment.
Applying for the CERB is free and there are only 2 ways to apply, fill out an online application on the Government of
Canada website or by calling 1-833-966-2099.

Be Fraud Aware


Beware of unsolicited calls or emails that ask you to confirm or update your personal or financial information.



Don’t give out personal information.



Don’t be afraid to say no.



Don’t react impulsively, scrutinize urgent requests.



Ask questions and talk to family members or friends.



Request the information in writing.



If in doubt, hang up.



Watch out for urgent pleas that play on your emotions.



Always verify that the organization you’re dealing with is legitimate.

What to Do If You’re a Victim of Fraud


Contact your financial institutions.



Report it to the police - locally and at the destination of the funds.



Report it to the Canadian Anti-Fraud Centre, Equifax and TransUnion.



Protect yourself from future fraud. Place a fraud alert with the credit bureaus - Equifax and TransUnion.



Monitor your online accounts often and change your online passwords regularly.
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Tips for Pedestrians Crossing
 Wear bright or reflective clothing at night or in
low-light conditions is highly recommended.
 Always use crosswalks and follow the pedestrian
signs and traffic signals.
 Try to be visible for the drivers. Do not hide
behind poles, bus shelters, or anything that may
obstruct a driver’s view of you as they approach
the intersection.
 Never assume drivers can see you: make eye
contact with drivers, as it’s hard to see pedestrians
when visibility is poor especially in fall and winter.
 Remove your ear buds/headphones and do not use your phone or other electronic devices while crossing.
 Look both ways before crossing and continue to do so until you have finished crossing, in case there are any new
vehicles approaching the crossing who may not have seen you.
 Keep your head up, whether on the sidewalk or street, so you can look ahead and around to be aware of the
surrounding.

Burglar Proof Your Windows
Windows are known to be the weakest point of entry into your home but there are ways to enhance its security.
Burglars don’t want to call attention to themselves so delaying them and drawing attention to them are great ways
in preventing break-ins. Here are some of the things you can do:


Install double and triple-pane windows. They are more difficult to
break and are quite loud when broken.



Secure windows with additional locks, like pin locks and latch locks.



Install security window films. There are different types of security
window film; the thicker it is, the greater resistance to impact it has.
You can purchase window films in clear color or tinted shades, which
can provide extra privacy to your home. The binding agent keeps glass
from shattering upon impact, similar principle as those found in
automotive glass. Correctly installing security window film requires a
high degree of skill, please consult or hire a professional installers.



Install security bar with anti-lift lock on sliding windows.



Make sure all windows are closed and locked before leaving home.



Install glass break sensor on windows.
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Understanding Cyberbullying:
Cyberbullying is when someone becomes a target of actions by others online, via computers, cellphones or other
devices, with the intentions to embarrass, humiliate, torment, threaten or harass. It can happen to anyone, at any
time and at any age. Often, it is repeated and occurs over a long period of time; however, the affect of 1,000 harmful
comments on a single humiliating photo can already post serious damage to one’s feelings, self-esteem, reputation
and mental health. With all the different communication technologies nowadays, one can access the internet at all
times. Unlike face-to-face bullying, cyberbullying can be relentless. It can follow a victim everywhere 24 hours a day,
7 days a week, from school, to the mall and all the way into the comfort of their home - where it’s usually safe from
traditional forms of bullying. It spreads quickly to a wide group of audience and can become viral in matter of
minutes. Cyberbullying is emotionally damaging and can lead to tragic consequences.

Examples of Cyberbullying:










Sending unkind or threatening messages by text,
email, comments or posts on social media pages.
Spreading rumours, secrets or gossip about
someone through texts, instant messages, email or
social media sites.
Posting a humiliating picture or video of someone
on social media or circulating it via texts, instant messages, email without that person’s knowledge or permission
Posting online stories, pictures, videos, or memes that are intended to humiliate or embarrass someone.
Hacking into someone’s social media profile or email account , pretending to be them, and sending harmful content
to others.
Screen capturing an embarrassing or personal conversation with someone and sharing it with other people online.
Getting other people to gang up on someone in an online group chat and make negative comments or threats.
“Liking” a negative comment on a social media post - participating on the sideline and becomes part of the problem
without realizing it.

Help Prevent Cyberbullying








Talk to your children about cyberbullying. Learn about their online activites and set ground rules.
Use your privacy settings. Keep your content online as private as possible on all the sites and platforms you use.
Check and adjust privacy settings often because it can change as companies update their privacy policies.
Think before you post or send anything to anyone online. In the wrong hands, any photo or video could be used in a
way you never intended.
Do not feel pressure into sharing photos, videos or other details about yourself. Just because a lot of people are
doing it does not mean you have to too.
Support those who have been targeted, and if you know anyone who cyberbullies, tell them to stop.
If you see negative comments or behaviours toward someone else online, do not participate and take a stand.
Report cyberbullying to the social media site and block the person responsible.
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Secure Your Business
Many businesses are temporary closed as a result of the
COVID-19 pandemic. Businesses are left unoccupied for an
extended period of time and thieves are taking advantage of
this opportunity to break in. We encourage business owners to
take extra precautions in securing their businesses to prevent
additional finance loss on top of the loss in revenue due to store
closures.
 Move merchandise away from windows and out of view or
remove it from the retail space altogether.
 Use window shutters to minimize damage and reduce
visibility.
 Hire security guard to do overnight, onsite patrols.
 Install and turn on all security alarms and/or cameras.
 Increase outdoor lighting levels to ensure the space around your business is visible and well-lit.
 Keep premises clean and tidy to show that it is a well-cared for property.








Ensure alarm company has updated and accurate property
representative’s contact information
Check up on the business often and during different hours.
Installing extra locks on all points of entry.
Install motion sensor or timer-activated lightning.
Do not leave any equipment in plain view.
Add warning signs of security measures to protect the site.
Lock up all gates with heavy duty padlocks before leaving.

Email Break & Enter Alerts
Please help by reporting any
suspicious behaviour: RCMP
Non-Emergency line 604-278-1212.
If you witness a crime in progress,
dial 9-1-1.

To receive email alerts of neighbourhood
commercial break and enters, register your
business name and street address at:
RCMP_Business_Link@richmond.ca
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